Accepted Paper
Overview

ARES Best Paper Session:
1.8.24 13:15 — 14:15, Room HSO1

Provably Secure Communication Protocols for Remote Attestation

Johannes Wilson (Sectra Communications; Linkdping University, Sweden), Mikael Asplund
(Linképing University, Sweden), Niklas Johansson (Sectra Communications; Linkdping University,
Sweden), Felipe Boeira (Linképing University, Sweden)

Let the Users Choose: Low Latency or Strong Anonymity? Investigating Mix Nodes with
Paired Mixing Techniques

Sarah Abdelwahab Gaballah (Ruhr University Bochum, Germany), Lamya Abdullah (Technical
University of Darmstadt, Germany), Max Muhlhduser (Technical University of Darmstadt, Ger-
many), Karola Marky (Ruhr University Bochum, Germany)

BenchlVIP: A Benchmark for Quantitative Evaluation of the Incident Mlanagement Process
Assessment

Alessandro Palma (Sapienza University of Rome, Italy), Nicola Bartoloni (Sapienza University of
Rome, Italy), Marco Angelini (Link Campus University of Rome, Italy)

ARES I:
31.7.24 8:45 — 10:15, Room HSO1

A Privacy Measure Turned Upside Down?

Investigating the Use of HTTP Client Hints on the Web

Stephan Wiefling (swiefling.de, Germany), Marian Hénscheid (H-BRS University of Applied Sci-
ences, Germany), Luigi Lo lacono (H-BRS University of Applied Sciences, Germany)

Privacy Preserving Release of Mobile Sensor Data

Rahat Masood (UNSW Sydney, Australia), Wing Yan Cheng (UNSW Sydney, Australia), Dinusha
Vatsalan (Macquarie University, Australia), Deepak Mishra (UNSW Sydney, Australia), Hassan
Jameel Asghar (Macquarie University, Australia), Dali Kaafar (Macquarie University, Australia)
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Compromising anonymity in identity-reserved k-anonymous datasets through aggregate
knowledge

Kevin De Boeck (KU Leuven - DistriNet, Belgium), Jenno Verdonck (KU Leuven - DistriNet, Bel-
gium), Michiel Willocx (KU Leuven - DistriNet, Belgium), Jorn Lapon (KU Leuven - DistriNet,
Belgium), Vincent Naessens (KU Leuven - DistriNet, Belgium)

Continuous Authentication Leveraging Matrix Profile

Luis Ibanez-Lissen (Universidad Carlos Il de Madrid, Spain), Jose Maria de Fuentes (Universidad
Carlos lll de Madrid, Spain), Lorena Gonzalez Manzano (Universidad Carlos lll de Madrid, Spain),
Nicolas Anciaux (Inria, France)

ARES II:
31.7.24 10:45 — 12:15, Room HSO1

Hardware Trust Anchor Authentication for Updatable loT Devices
Dominik Lorych (Fraunhofer SIT | ATHENE, Germany), Christian Plappert (Fraunhofer SIT |
ATHENE, Germany)

SECURA: Unified Reference Architecture for Advanced Security and Trust in Safety Crit-
ical Infrastructures

Michael Eckel (Fraunhofer SIT | ATHENE, Germany), Sigrid Giirgens (Fraunhofer SIT | ATHENE,
Germany)

Dealing with Bad Apples: Organizational Awareness and Protection for Bit-flip and Typo-
Squatting Attacks

Huancheng Hu (Hasso Plattner Institute & University of Potsdam, Germany), Afshin Zivi (Hasso
Plattner Institute & University of Potsdam, Germany), Christian Doerr (Hasso Plattner Institute
& University of Potsdam, Germany)

Attack Analysis and Detection for the Combined Electric Vehicle Charging and Power Grid
Domains

Dustin Kern (Darmstadt University of Applied Sciences, Germany), Christoph KrauB (Darmstadt
University of Applied Sciences, Germany), Matthias Hollick (TU Darmstadt, Germany)

Ares 2024
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ARES Il
31.7.24 13:15 — 14:45, Room HSO1

Subijective Logic-based Decentralized Federated Learning for Non-IID Data

Agnideven Palanisamy Sundar (Indiana University - Purdue University - Indianapolis, United States),
Feng Li (JUPUI, United States), Xukai Zou (Indiana University Purdue University Indianapolis, Unit-
ed States), Tianchong Gao (Southeast University, China)

Let Them Drop: Scalable and Efficient Federated Learning Solutions Agnostic to Stragglers
Riccardo Taiello (Inria Sophia Antipolis - EURECOM - University Cote d’Azur, France), Melek
Onen (EURECOM, France), Clémentine Gritti (EURECOM, France), Marco Lorenzi (Inria Sophia
Antipolis - University Cote d’Azur, France)

GNN-IDS: Graph Neural Network based Intrusion Detection System

Zhenlu Sun (Department of Information Technology, Uppsala University, Sweden), André Teixeira
(Department of Information Technology, Uppsala University, Sweden), Salman Toor (Department
of Information Technology, Uppsala University, Sweden)

Prov2vec: Learning Provenance Graph Representation for Anomaly Detectionin Computer
Systems

Bibek Bhattarai (Intel, United States), H. Howie Huang (George Washington University, Wash-
ington DC, United States)

ARES IV:
31.7.24 15:15 — 16:45, Room HSO1

Mealy Verifier: An Automated, Exhaustive, and Explainable Methodology for Analyzing State
Machines in Protocol Implementations

Arthur Tran Van (Télécom SudParis, France), Olivier Levillain (Télécom SudParis, France), Herve
Debar (Télécom SudParis, France)

Monitor-based Testing of Network Protocol Implementations Using Symbolic Execution
Hooman Asadian (Uppsala University, Sweden), Paul Fiterau-Brostean (Uppsala University, Swe-
den), Bengt Jonsson (Uppsala University, Sweden), Konstantinos Sagonas (Uppsala University
& NTUA, Sweden)

Vienna - Austria
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Towards Secure Virtual Elections: Multiparty Computation of Order Based Voting Rules
Tamir Tassa (The Open University of Israel, Israel), Lihi Dery (Ariel University, Israel)

Investigating HTTP Covert Channels Through Fuzz Testing

Kai Holk (FernUniversitat in Hagen, Germany), Wojciech Mazurczyk (Warsaw University of
Technology, Poland), Marco Zuppelli (Institute for Applied Mathematics and Information Tech-
nologies, Italy), Luca Caviglione (CNR - IMATI, Italy)

ARES V:
1.8.25 08:45 — 10:15, Room HSO1

From Code to EM Signals:

A Generative Approach to Side Channel Analysis-based Anomaly Detection

Kurt A. Vedros (University of Idaho, United States), Constantinos Kolias (University of Idaho,
United States), Daniel Barbara (George Mason University, United States), Robert lvans (Idaho
National Laboratory, United States)

Towards Reducing Business-Risk of Data Theft Implementing Automated Simulation Pro-
cedures of Evil Data Exfiltration

Michael Mundt (Esri Deutschland GmbH, Germany), Harald Baier (Universitat der Bundeswehr
Minchen, Research Instiute CODE, Germany), Antje Raab-Dusterhéft (Hochschule Wismar,
Germany)

SECL.: A Zero-Day Attack Detector and Classifier based on Contrastive Learning and Strong
Regularization

Robin Duraz (Chaire of Naval Cyberdefense, Lab-STICC, France), David Espes (University of
Brest, Lab-STICC, France), Julien Francq (Naval Group (Naval Cyber Laboratory, NCL), France),
Sandrine Vaton (IMT Atlantique, Lab-STICC, France)

Graph-Based Spectral Analysis for Detecting Cyber Attacks

Maijed Jaber (Laboratory of research of EPITA (LRE), France), Nicolas Boutry (EPITA Research
Laboratory (LRE), Le Kremlin-Bicétre, France., France), Pierre Parrend (EPITA Strasbourg,
France)

Ares 2024
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ARES VI:
1.8.25 10:45 — 12:15, Room HSO1

Security Analysis of a Decentralized, Revocable and Verifiable Attribute Based Encryption
Scheme

Thomas Prantl (Julius-Maximilians-Universitat Wirzburg, Germany), Marco Lauer (Julius-Max-
imilians-Universitat Warzburg, Germany), Lukas Horn (Julius-Maximilians-Universitat Wiirz-
burg, Germany), Simon Engel (Julius-Maximilians-Universitat Wiirzburg, Germany), David Dingel
(Julius-Maximilians-Universitat Wirzburg, Germany), André Bauer (University Chicago, United
States), Christian Krupitzer (University of Hohenheim, Germany), Samuel Kounev (Julius-Maxi-
milians-Universitat Wirzburg, Germany)

Secure Noise Sampling for DP in MIPC with Finite Precision

Hannah Keller (Aarhus University, Denmark), Helen Méllering (MicKinsey & Company, Germany),
Thomas Schneider (Technical University of Darmstadt, Germany), Oleksandr Tkachenko (DFIN-
ITY Foundation, Germany), Liang Zhao (Technical University of Darmstadt, Germany)

Comparative Analysis and Implementation of Jump Address Masking for Preventing TEE
Bypassing Fault Attacks

Shoei Nashimoto (Mitsubishi Electric Corporation, Japan), Rei Ueno (Tohoku University, Japan),
Naofumi Homma (Tohoku University, Japan)

Extracting Randomness from Nucleotide Sequencers for use in a Decentralised Randomness
Beacon

Darren Hurley-Smith (Royal Holloway University of London, United Kingdom), Alastair Droop
(University of York, United Kingdom), Remy Lyon (Veiovia Ltd., United Kingdom), Roxana Teodor
(Veiovia Ltd., United Kingdom)

ARES VII:

1.8.25 14:45 — 16:15, Room HSO1

Unveiling Vulnerabilities in Bitcoin’s Misbehavior-Score Mechanism: Attack and Defense
Yuwen Zou (Xi'an Jiaotong-Liverpool University, China), Wenjun Fan (Xi'an Jiaotong-Liverpool

University, China), Zhen Ma (Xi'an Jiaotong-Liverpool University, China)

A Large-Scale Study on the Prevalence and Usage of TEE-based Features on Android
Davide Bove (Friedrich-Alexander-Universitat Erlangen-Nirnberg, Germany)

Vienna - Austria
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HeMate: Enhancing Heap Security through Isolating Primitive Types with Arm Memory
Tagging Extension

Yu-Chang Chen (National Taiwan University, Taiwan), Shih-Wei Li (National Taiwan University,
Taiwan)

A Metalanguage for Dynamic Attack Graphs and Lazy Generation
Viktor Engstrém (KTH Royal Institute of Technology, Sweden), Giuseppe Nebbione (KTH Royal
Institute of Technology, Sweden), Mathias Ekstedt (KTH Royal Institute of Technology, Sweden)

ARES VIl
1.8.25 14:45 — 16:15, Room SR03

On the effectiveness of Large Language Models for GitHub Workflows

Xinyu Zhang (Purdue University, United States), Siddharth Muralee (Purdue University, United
States), Sourag Cherupattamoolayil (Purdue University, United States), Aravind Machiry (Purdue
University, United States)

Adversary Tactic Driven Scenario and Terrain Generation with Partial Infrastructure
Specification

Adam Ruman (Masaryk University, Czechia), Martin Drasar (Masaryk University, Czechia), Lukas
Sadlek (Masaryk University, Czechia), Shanchieh Jay Yang (Rochester Institute of Technology,
United States), Pavel Celeda (Masaryk University, Czechia)

Digital Forensic Artifacts of FIDO2 Passkeys in Windows 11
Patricio Domingues (Polytechnic Institute of Leiria, Portugal), Miguel Frade (Polytechnic Institute
of Leiria, Portugal), Miguel Negrao (Polytechnic Institute of Leiria, Portugal)

Increasing the Confidence in Security Assurance Cases using Game Theory

Antonia Welzel (Chalmers | University of Gothenburg, Sweden), Rebekka Wohirab (Chalmers | Uni-
versity of Gothenburg, Sweden), Mazen Mohamad (Chalmers | University of Gothenburg, Sweden)

ARES SoK:
1.8.24 08:45 — 10:15, Room SRO3

SoK: A Comparison of Autonomous Penetration Testing Agents
Raphael Simon (Royal Military Academy, Belgium), Wim Mees (Royal Military Academy, Belgium)

Ares 2024
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SoK: Federated Learning based Network Intrusion Detection in 5G: Context, state of the
art and challenges

Sara Chennoufi (SAMOVAR, Télécom SudParis, Institut Polytechnique de Paris, Palaiseau,
France), Gregory Blanc (SAMOVAR, Télécom SudParis, Institut Polytechnique de Paris, Palaiseau,
France), Houda Jmila (Institute LIST, CEA, Paris-Saclay University, Palaiseau, France), Christo-
phe Kiennert (SAMOVAR, Télécom SudParis, Institut Polytechnique de Paris, Palaiseau, France)

SoK: A Unified Data Model for Smart Contract Vulnerability Taxonomies

Claudia Ruggiero (Sapienza Universita di Roma, Italy), Pietro Mazzini (Sapienza Universita di
Roma, Italy), Emilio Coppa (LUISS University, Italy), Simone Lenti (Sapienza Universita di Roma,
Italy), Silvia Bonomi (Sapienza Universita di Roma, Italy)

SoK: How Artificial-Intelligence Incidents Can Jeopardize Safety and Security
Richard May (Harz University of Applied Sciences, Germany), Jacob Kriiger (Eindhoven University
of Technology, Netherlands), Thomas Leich (Harz University of Applied Sciences, Germany)

SoK: Visualization-based Malware Detection Techniques

Matteo Brosolo (University of Padua, Italy), Vinod Puthuvath (University of Padua, Italy), Asmitha
Ka (Cochin University of Science and Technology, Kochi, Kerala, India), Rafidha Rehiman (Cochin
University of Science and Technology, Kochi, Kerala, India), Mauro Conti (University of Padua,
Italy)

ARES Short:
1.8.24 10:45 — 12:15, Room SRO3

Sybil Attack Strikes Again: Denying Content Access in IPFS with a Single Computer
Thibault Cholez (University of Lorraine, CNRS, Inria, LORIA, France), Claudia Ignat (University
of Lorraine, CNRS, Inria, LORIA, France)

Combinatorial Testing Methods for Reverse Engineering Undocumented CAN Bus Func-
tionality

Christoph Wech (SBA Research, Austria), Reinhard Kugler (SBA Research, Austria), Manuel
Leithner (SBA Research, Austria), Dimitris E. Simos (SBA Research, Austria)

Vienna - Austria
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Is Personalization Worth It2 Notifying Blogs about a Privacy Issue Resulting from Poorly
Implemented Consent Banners

Theresa Kriecherbauer (Ludwig Maximilian University, Germany), Richard Schwank (Technical
University of Munich, Germany), Adrian Krauss (Technical University of Munich, Germany),
Konstantin Neureither (Technical University of Munich, Germany), Lian Remme (Heinrich Heine
University, Germany), Melanie Volkamer (Karlsruhe Institute of Technology. Germany), Dominik
Herrmann (University of Bamberg, Germany)

Confidence-Aware Fault Trees

Alexander Gunther (Rheinland-Pfalzische Technische Universitat Kaiserslautern-Landau, Ger-
many), Peter Liggesmeyer (Technical University of Kaiserslautern, Germany), Sebastian Vollmer
(Technical University of Kaiserslautern, Germany)

Reverse Engineered MiniFS File System
Dmitrii Belimov (Technology Innovation Institute, United Arab Emirates), Evgenii Vinogradov
(Technology Innovation Institute, United Arab Emirates)

ASOD:
2.8.24 11:00 — 12:30, Room SR04

SoK: Automated Software Testing for TLS Libraries

Ben Swierzy (University of Bonn, Germany), Felix Boes (University of Bonn, Germany), Timo Pohl
(University of Bonn, Germany), Christian Bungartz (University of Bonn, Germany), Michael Meier
(University of Bonn, Fraunhofer FKIE, Germany)

Accuracy Evaluation of SBOM Tools for Web Applications and System-Level Software
Andreas Halbritter (Augsburg Technical University of Applied Sciences Institute for Innovative
Safety and Security, Germany), Dominik Merli (Augsburg Technical University of Applied Sciences
Institute for Innovative Safety and Security, Germany)

Enhancing Secure Deployment with Ansible:

A Focus on Least Privilege and Automation for Linux

Eddie Billoir (IRIT, Université de Toulouse, CNRS, Toulouse INP, UT3, AIRBUS Protect, France),
Romain Laborde (IRIT, Université de Toulouse, CNRS, Toulouse INP, UT3, France), Ahmad Samer
Wazan (Zayed University, France), Yves Rutschle (AIRBUS Protect, France), Abdelmalek Benzekri
(IRIT, Université de Toulouse, CNRS, Toulouse INP, UT3, France)

Ares 2024
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BASS I
2.8.24 09:00 — 10:30, Room SRO3

Behavioural Modelling for Sustainability in Smart Homes
Luca Ardito (Politecnico di Torino, Italy)

BASSI I
2.8.24 11:00 — 12:30, Room SRO3

A Web Browser Plugin for Users’ Security Awareness
Thomas Hoad (University of Southampton, United Kingdom), Erisa Karafili (University of South-
ampton, United Kingdom)

A tool for loT Firmware Certification
Giuseppe Marco Bianco (Politecnico di Torino, Italy), Luca Ardito (Politecnico di Torino, Italy),
Michele Valsesia (Politecnico di Torino, Italy)

Analysis of the Windows Control Flow Guard

Niels Pfau (Institute of IT Security Research, St. Pélten University of Applied Sciences, Austria),
Patrick Kochberger (Institute of IT Security Research, St. Pélten University of Applied Sciences,
Austria)

BASSIII:
2.8.24 13:30 — 15:00, Room SRO3

Image-based detection and classification of Android malware through CNINl models
Alessandro Aldini (University of Urbino Carlo Bo, Italy), Tommaso Petrelli (University of Urbino
Carlo Bo, Italy)

If It Looks Like a Rootkit and Deceives Like a Rootkit: A Critical Examination of Kernel-Level
Anti-Cheat Systems

Christoph Dorner (St. Palten University of Applied Sciences, Austria), Lukas Daniel Klausner
(St. Pélten University of Applied Sciences, Austria)

Vienna - Austria
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Systematic Analysis of Label-flipping Attacks against Federated Learning in Collaborative
Intrusion Detection Systems

Léo Lavaur (IMT Atlantique / IRISA-SOTERN / Cyber CNI, France), Yann Busnel (IMT Nord
Europe / IRISA-SOTERN, France), Fabien Autrel (IMT Atlantique / IRISA-SOTERN, France)

CSAL
1.8.24 08:45 — 10:15, Room SRO4

Operation Assessment in cyberspace: Understanding the effects of Cyber Deception
Salvador Llopis Sanchez (Universitat Politecnica de Valencia, Spain), David Lopes Antunes
(Universitat Politecnica de Valencia, Spain)

PQ-REACT: Post Quantum Cryptography Framework for Energy Aware Contexts

Marta Irene Garcia Cid (Indra, Spain), Kourtis Michail-Alexandros (National Centre for Scientific
Research “DEMOKRITOS”, Greece), David Domingo (Indra Sistemas de Comunicaciones Seguras,
Spain), Nikolay Tcholtchev (Fraunhofer Institute for Open Communication Systems, Germany),
Vangelos K. Markakis (Hellenic Mediterranean University, Greece), Marcin Niemiec (AGH Univer-
sity, Poland), Juan Pedro Brito Mendez (Universidad Politécnica de Madrid, Spain), Laura Ortiz
(Universidad Politécnica de Madrid, Spain), Vicente Martin (Universidad Politécnica de Madrid,
Spain), Diego Lopez (Telefonica Investicacion y Desarrollo, Spain), George Xilouris (National
Centre for Scientific Research “DEMOKRITOS”, Greece), Maria Gagliardi (Scuola Superiore
Sant’Anna, Italy), Jose Gonzalez (MTU Autralo Alplha Lab, Estonia), Miguel Garcia (Splorotech
S.L., Spain), Giovanni Comande (SMARTEX SRL, Italy), Nikolai Stoianov (Bulgarian Defence In-
stitute, Bulgaria)

RMF: A Risk Measurement Framework for Machine Learning Models

Jan Schrader (Fraunhofer FOKUS and HTW Berlin, Germany), Jakub Breier (TTControl GmbH,
Austria)

Ares 2024
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CSAIl:
1.8.24 10:45 — 12:15, Room SRO4

NEWSROOM: Towards Automating Cyber Situational Awareness Processes and Tools for
Cyber Defence

Markus Wurzenberger (AIT Austrian Institute of Technology GmbH, Austria), Stephan Krenn
(AIT Austrian Institute of Technology GmbH, Austria), Max Landauer (AIT Austrian Institute
of Technology, Austria), Florian Skopik (AIT Austrian Institute of Technology. Austria), Cora
Perner (Airbus, Germany), Jarno Létjenen (Jamk University of Applied Sciences, Finland), Jani
Paijanen (Jamk University of Applied Sciences, Finland), Georgios Gardikis (Space Hellas S.A.,
Greece), Nikos Alabasis (Space Hellas S.A., Greece), Liisa Sakerman (Sihtasutus CR14, Estonia),
Fredi Arro (Sihtasutus CR14, Estonia), Kristiina Omri (CybExer Technologies OU, Estonia), Aare
Reintam (CybExer Technologies OU, Estonia), Juha Réning (University of Oulu, Finland), Kimmo
Halunen (University of Oulu, Finland), Romain Ferrari (ThereSIS, Thales SIX GTS, France), Vin-
cent Thouvenot (ThereSIS, Thales SIX GTS, France), Martin Weise (TU Wien, Austria), Andreas
Rauber (TU Wien, Austria), Vasileios Gkioulos (Nor‘vvegian University of Science and Technology,
Norway), Sokratis Katsikas (Norwegian University of Science and Technology, Norway), Luigi
Sabetta (LeonardolLabs (Leonardo spa), Italy), Jacopo Bonato (LeonardolLabs (Leonardo spa),
Italy), Rocio Ortiz (INDRA, Spain), Daniel Navarro (INDRA, Spain), Nikolaos Stamatelatos (Log-
stail, Greece), loannis Avdoulas (Logstail, Greece), Rudolf Mayer (University of Vienna, Austria),
Andreas Ekelhart (University of Vienna, Austria), loannis Giannoulakis (Eight Bells Ltd, Cyprus),
Emmanouil Kafetzakis (Eight Bells Ltd, Cyprus), Antonello Corsi (CY4AGATE SpA, Italy), Ulrike
Lechner (Universitat der Bundeswehr Miinchen, Germany), Corinna Schmitt (Universitat der
Bundeswehr Miinchen, FI CODE, Germany)

Evaluation of Cyber Situation Awareness — Theory, Techniques and Applications
Georgi Nikolov (Royal Military School Brussels, Belgium), Axelle Perez (Université libre de Brux-
elles, Belgium), Wim Mees (Royal Military Academy Brussels, Belgium)

Exploring the influence of the choice of prior of the Variational Auto-Encoder on cyberse-
curity anomaly detection

Tengfei Yang (Software Research Institute, Technological University of the Shannon: Midlands
Midwest, Ireland), Yuansong Qiao (Software Research Institute, Technological University of the
Shannon: Midlands Midwest, Ireland), Brian Lee (Software Research Institute, Technological
University of the Shannon: Midlands Midwest, Ireland)

Vienna - Austria
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Analyzing Air-traffic Security using GIS-""blur” with Information Flow Control in the llIf
Florian Kammueller (Middlesex University London and TU Berlin, United Kingdom)

CSAIIL
1.8.24 14:45 — 16:15, Room SR04

On the Application of Natural Language Processing for Advanced OSINT Analysis in Cyber
Defence

Florian Skopik (AIT Austrian Institute of Technology, Austria), Benjamin Akhras (AIT Austrian In-
stitute of Technology, Austria), Elisabeth Woisetschlaeger (AIT Austrian Institute of Technology,
Austria), Medina Andresel (AIT Austrian Institute of Technology, Austria), Markus Wurzenberger
(AIT Austrian Institute of Technology, Austria), Max Landauer (AIT Austrian Institute of Tech-
nology. Austria)

Evaluating the impact of contextual information on the performance of intelligent contin-
uous authentication systems

Pedro Miguel Sanchez Sanchez (Department of Information and Communications Engineering,
University of Murcia, Spain), Adridn Abenza Cano (Department of Information and Communica-
tions Engineering, University of Murcia, Spain), Alberto Huertas Celdran (Communication Systems
Group CSG, Department of Informatics, University of Zurich, Switzerland), Gregorio Martinez
Pérez (Department of Information and Communications Engineering, University of Murcia, Spain)

Unlocking the Potential of Knowledge Graphs: A Cyber Defense Ontology for a Knowledge
Representation and Reasoning System

José Marfa Jorquera Valero (University of Murcia, Spain), Antonio Lépez Martinez (University
of Murcia, Spain), Pedro Miguel Sédnchez Sanchez (University of Murcia, Spain), Daniel Navar-
ro Martinez (Indra Digital Labs, Spain), Rodrigo Varas Lépez (Indra Digital Labs, Spain), Javier
Ignacio Rojo Lacal (Indra Digital Labs, Spain), Antonio Lépez Vivar (Indra Digital Labs, Spain),
Marco Antonio Sotelo Monge (Indra Digital Labs, Spain), Manuel Gil Pérez (University of Murcia,
Spain), Gregorio Martinez Pérez (University of Murcia, Spain)

A Technical Exploration of Strategies for Augmented Monitoring and Decision Support in
Information Warfare

Frida Mufioz Plaza (Indra, Spain), Inés Hernandez San Romén (Indra, Spain), Marco Antonio So-
telo Monge (Indra, Spain)

Ares 2024
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CUING I:
31.7.24 8:45 — 10:15, Room SR08

Are Deepfakes a Game-changer in Digital Images Steganography Leveraging the Cov-
er-Source-Mismatch?

Arthur Méreur (Troyes University of Technology, France), Antoine Mallet (Troyes University of
Technology, France), Rémi Cogranne (Troyes University of Technology. France)

Trustworthiness and explainability of a watermarking and machine learning-based system
for image modification detection to combat disinformation

Andrea Rosales (Internet Interdisciplinary Institute (IN3), Universitat Oberta de Catalunya, Spain),
Agnieszka Malanowska (Warsaw University of Technology, Poland), Tanya Koohpayeh Araghi
(Internet Interdisciplinary Institute (IN3), Universitat Oberta de Catalunya, Barcelona, Spain,
Spain), Minoru Kuribayashi (Center for Data-driven Science and Artificial Intelligence at Tohoku
University Japan, Japan), Marcin Kowalczyk (Warsaw University of Technology, Poland), Daniel
Blanche-Tarragd (Internet Interdisciplinary Institute (IN3), Universitat Oberta de Catalunya, Cen-
ter, Spain), Wojciech Mazurczyk (Warsaw University of Technology, Poland), David Megias (In-
ternet Interdisciplinary Institute (IN3), Universitat Oberta de Catalunya, Barcelona, Spain, Spain)

CUING I
31.7.24 10:45 — 12:15, Room SRO8

A Comprehensive Pattern-based Overview of Stegomalware

Fabian Strachanski (University of Duisburg-Essen, Germany), Denis Petrov (Worms University of
Applied Sciences, Germany), Tobias Schmidbauer (Nuremberg Institute of Technology, Germany),
Steffen Wendzel (Worms University of Applied Sciences, Germany)

No Country for Leaking Containers:

Detecting Exfiltration of Secrets Through Al and Syscalls

Marco Zuppelli (Institute for Applied Mathematics and Information Technologies, Italy), Massi-
mo Guarascio (ICAR-CNR, Italy), Luca Caviglione (CNR - IMAT], Italy), Angelica Liguori (ICAR-
CNR, Italy)

Vienna - Austria
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Robust and Homomorphic Covert Channels in Streams of Numeric Data
Jorg Keller (FernUniversitat in Hagen, Germany), Carina HeBeling (FernUniversitaet Hagen, Ger-
many), Steffen Wendzel (Worms University of Applied Sciences, Germany)

A Case Study on the Detection of Hash-Chain-based Covert Channels Using Heuristics
and Machine Learning

Jeff Schymiczek (University of Helsinki, Finland), Tobias Schmidbauer (Nuremberg Institute of
Technology, Germany), Steffen Wendzel (Worms University of Applied Sciences, Germany)

CUING Il
31.7.24 13:15 — 14:45, Room SRO8

Natural Language Steganography by ChatGPT
Martin Steinebach (Fraunhofer, Germany)

Single-image steganalysis in real-world scenarios based on classifier inconsistency detection
Daniel Lerch-Hostalot (Universitat Oberta de Catalunya, Spain), David Megias Jimenez (Univer-
sitat Oberta de Catalunya, Spain)

How to evade modern web cryptojacking detection tools2 A review of practical findings
Pawel Rajba (University of Wroclaw, Poland), Krzysztof Chmiel (University of Wroclaw, Poland)

Z\\W-IDS: Zero-\Watermarking-based network Intrusion Detection System using data pro-
venance

Omair Faraj (Telecom SudParis, Institut Polytechnique de Paris, France), David Megias (Internet
Interdisciplinary Institute, Universitat Oberta de Catalunya, Spain), Joaquin Garcia-Alfaro (Tele-
com SudParis, Institut Polytechnique de Paris, France)

EDID I
31.7.24 8:45 — 10:15, Room SRO7

An Identity Key Management System with Deterministic Key Hierarchy for SSl-native
Internet of Things

Alice Colombatto (LINKS Foundation, Italy), Luca Giorgino (LINKS Foundation, Italy), Andrea
Vesco (LINKS Foundation, Italy)

Ares 2024
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Service Provider Accreditation: Enabling and Enforcing Privacy-by-Design in Creden-
tial-based Authentication Systems

Stefan More (Graz University of Technology and Secure Information Technology Center Austria
(A-SIT), Austria), Jakob Heher (Graz University of Technology and Secure Information Technology
Center Austria (A-SIT), Austria), Edona Fasllija (Graz University of Technology and Secure In-
formation Technology Center Austria (A-SIT), Austria), Maximilian Mathie (Graz University of
Technology, Austria)

EDID II:
31.7.24 10:45 — 12:15, Room SRO7

Long-Lived Verifiable Credentials: Ensuring Durability Beyond the Issuer’s Lifetime
Ricardo Bochnia (HTW Dresden, Germany), Jiirgen Anke (HTW Dresden, Germany)

Towards Post-Quantum Verifiable Credentials

Tim Wood (Digital Catapult, United Kingdom), Keerthi Thomas (Digital Catapult, United King-
dom), Matthew Dean (Digital Catapult, United Kingdom), Swaminathan Kannan (Digital Catapuilt,
United Kingdom), Robert Learney (Digital Catapult, United Kingdom)

Towards Functions for Verifiable Credentials in a 2-Holder Model
Markus Batz (Stadt KéIn, Germany), Sebastian Zickau (Stadt Kéln, Germany)

DistIN: Analysis and Validation of a Concept and Protocol for Distributed Identity Information
Networks
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(Institut Polytechnique, Telecom SudParis - Montimage, France), Angel Rego (Tecnalia, Basque
Research and Technology Alliance (BRTA), Spain)

The PRECINCT Ecosystem Platform for Critical Infrastructure Protection: Architecture,
Deployment and Transferability

Dijibrilla Amadou Kountche (AKKODIS Reaserach, France), Jocelyn Aubert (Luxembourg Insti-
tute of Science and Technology, Luxembourg), Manh Dung Nguyen (Montimage, France), Natalia
Kalfa (ATTD, Greece), Nicola Durante (ENGINEERING, Italy), Cristiano Passerini (LEPIDA, Italy),
Stephane Kuding (KONNECTA, Greece)

STAM II:
30.7.24 15:00 — 16:30, Room SR04

Transfer Adversarial Attacks through Approximate Computing
Valentina Casola (University of Naples Federico I, Italy), Salvatore Della Torca (Universita degli
Studi di Napoli Federico I, Italy)

Al-Powered Penetration Testing using Shennina: From Simulation to Validation

Stylianos Karagiannis (lonian University - Department of Informatics, PDM, Greece), Camilla Fusco
(University of Naples Federico I, Italy), Leonidas Agathos (PDM, Portugal), Wissam Mallouli
(Montimage, France), Valentina Casola (University of Naples Federico II, Italy), Christoforos
Ntantogian (lonian University - Department of Informatics, Greece), Emmanouil Magkos (Depart-
ment of Informatics, lonian University, Corfu, Greece, Greece)
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AlI4SOAR: A Security Intelligence Tool for Automated Incident Response

Manh-Dung Nguyen (Montimage EURL, France), Wissam Mallouli (Montimage EURL, France),
Ana Rosa Cavalli (Montimage EURL, France), Edgardo Montes de Oca (Montimage EURL,
France)

Automated Passport Control: Mining and Checking Models of Machine Readable Travel
Documents

Stefan Marksteiner (AVL List Gmbh, Austria / Malardalen University, Sweden), Marjan Sirjani
(Malardalen University, Sweden), Mikael Siadin (Méalardalen University, Sweden)

STAM Il
30.7.24 17:00 — 18:30, Room SRO4

A comprehensive evaluation of interrupt measurement techniques for predictability in
safety-critical systems

Daniele Lombardi (University of Naples Federico Il Department of Electrical Engineering and In-
formation Technologies, Italy), Mario Barbareschi (University of Naples Federico Il Department
of Electrical Engineering and Information Technologies, Italy), Salvatore Barone (Universita degli
Studi di Napoli - Federico Il Department of Electrical Engineering and Information Technologies,
Italy), Valentina Casola (University of Naples Federico Il Department of Electrical Engineering
and Information Technologies, Italy)

Automating Side-Channel Testing for Embedded Systems: A Continuous Integration Ap-
proach

Philipp Schloyer (Technical University of Applied Sciences Augsburg, Germany), Peter Knauer
(Technical University of Applied Sciences Augsburg, Germany), Bernhard Bauer (Uni Augsburg,
Germany), Dominik Merli (Technical University of Applied Sciences Augsburg, Germany)

NERO: Advanced Cybersecurity Awareness Ecosystem for SMEs

Charalambos Kilitis (eBOS Technologies Ltd, Cyprus), loannis Makris (METAMIND INNOVA-
TIONS IKE, Greece), Pavlos Bouzinis (METAMIND INNOVATIONS IKE, Greece), Dimitrios Chris-
tos Asimopoulos (METAMIND INNOVATIONS IKE, Greece), Wissam Mallouli (MONTIMAGE
EURL, France), Kitty Kioskli (TRUSTILIO BV, Netherlands), Eleni Seralidou (TRUSTILIO BV,
Netherlands), Christos Douligeris (UNIVERSITY OF PIRAEUS RESEARCH CENTER, Greece),
Loizos Christofi (eBOS Technologies Ltd, Cyprus)
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A Framework for In-network Inference using P4
Huu Nghia Nguyen (Montimage, France), Manh-Dung Nguyen (Montimage, France), Edgardo
Montes de Oca (Montimage, France)
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31.7.24 08:45 — 10:15, Room SR03

Further Insights: Balancing Privacy, Explainability, and Utility in Machine Learning-based
Tabular Data Analysis

Wisam Abbasi (Informatics and Telematics Institute (IIT) of National Research Council, Italy),
Paolo Mori (IIT-CNR, Italy), Andrea Saracino (Consiglio Nazionale delle Ricerche, Italy)

A Unified Framework for GDPR Compliance in Cloud Computing

Argyri Pattakou (Dept. of Cultural Technology and Communication, University of the Aegean Les-
vos, Greece, Greece), Vasiliki Diamantopoulou (Dept. of Information and Communication Systems
Engineering, University of the Aegean Samos, Greece, Greece), Christos Kalloniatis (Dept. of Cul-
tural Technology and Communication, University of the Aegean Lesvos, Greece, Greece), Stefanos
Gritzalis (Department of Digital Systems University of Piraeus, Greece, Piraeus, Greece, Greece)

Create, Read, Update, Delete: Implications on Security and Privacy Principles regarding
GDPR

Michail Pantelelis (University of the Aegean, Greece), Christos Kalloniatis (Department of Cultural
Technology and Communication-University of the Aegean, Greece)

The Trade-off Between Privacy & Quality for Counterfactual Explanations

Vincent Dunning (Netherlands Organisation for Applied Scientific Research (TNO), Nether-
lands), Dayana Spagnuelo (Netherlands Organisation for Applied Scientific Research (TNO),
Netherlands), Thiis Veugen (Netherlands Organisation for Applied Scientific Research (TNO),
University of Twente, Netherlands), Sjoerd Berning (Netherlands Organisation for Applied Scien-
tific Research (TNO), Netherlands), Jasper van der Waa (Netherlands Organisation for Applied
Scientific Research (TNO), Netherlands)

Vienna - Austria



Accepted Paper Overview
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31.7.24 10:45 — 12:15, Room SR03

A Framework for Managing Separation of Duty Policies
Sebastian Groll (University of Regensburg, Germany), Sascha Kern (Nexis GmbH, Germany),
Ludwig Fuchs (Nexis GmbH, Germany), Giinther Pernul (Universitat Regensburg, Germany)

A Trust and Reputation System for Examining Compliance with Access Control

Thomas Baumer (Nexis GmbH, Germany), Johannes Grill (Universitat Regensburg, Germany),
Jacob Adan (Universitat Regensburg, Germany), Giinther Pernul (Universitat Regensburg, Ger-
many)

Individual privacy levels in query-based anonymization

Sascha Schiegg (University of Passau, Germany), Florian Strohmeier (University of Passau, Ger-
many), Armin Gerl (HM University of Applied Sciences Munich, Germany), Harald Kosch (Uni-
versity of Passau, Germany)

DealSecAgg: Efficient Dealer-Assisted Secure Aggregation for Federated Learning

Daniel Demmler (ZAMA, Germany), Joshua Stock (Universitat Hamburg, Germany), Henry Heit-
mann (Universitat Hamburg, Germany), Janik Noel Schug (Universitat Hamburg, Germany), Daniel
Demmler (ZAMA, Germany)

TRUSTBUSIII:
31.7.24 13:15 — 14:45, Room SRO3

A Risk Assessment and Legal Compliance Framework for Supporting Personal Data Sharing
with Privacy Preservation for Scientific Research

Christos Baloukas (National Technical University of Athens, Greece), Lazaros Papadopoulos (Na-
tional Technical University of Athens, Greece), Kostas Demestichas (National Technical Univer-
sity of Athens, Greece), Axel Weissenfeld (AIT Austrian Institute of Technology, Austria), Sven
Schlarb (AIT Austrian Institute of Technology, Austria), Mikel Aramburu (Fundacién Vicomtech,
Basque Research and Technology Alliance (BRTA), Spain), David Redé (Fundacién Vicomtech,
Basque Research and Technology Alliance (BRTA), Spain), Jorge Garcia (Fundacién Vicomtech,
Basque Research and Technology Alliance (BRTA), Spain), Sedn Gaines (Fundacién Vicomtech,
Basque Research and Technology Alliance (BRTA), Spain), Thomas Marquenie (KU Leuven, Bel-
gium), Ezgi Eren (KU Leuven, Belgium), Irmak Erdogan Peter (KU Leuven, Belgium)
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What Johnny thinks about using two-factor authentication on GitHub: A survey among
open-source developers

Agata Kruzikova (Masaryk University, Czechia), Jakub Suchanek (Masaryk University, Czechia),
Milan Broz (Masaryk Universtiy, Czechia), Martin Ukrop (Red Hat, Czechia), Vashek Matyas
(Masaryk Universtiy, Czechia)

Aligning eIDAS and Trust Over IP: A Mapping Approach
Cristian Lepore (IRIT, France), Romain Laborde (IRIT, France), Jessica Eynard (Uniersity Tou-
louse Capitole, France)

Article 45 of the eIDAS Directive Unveils the need to implement the X.509 4-cornered trust
model for the WebPKI

Ahmad Samer Wazan (Zayed University, United Arab Emirates), Romain Laborde (Université Tou-
louse 3 Paul Sabatier, France), Abdelmalek Benzekri (Université Toulouse 3 Paul Sabatier, France),
Imran Taj (Zayed University, United Arab Emirates)

TRUSTBUS IV:
31.7.24 15:15 — 16:45, Room SR03

Deployment of Cybersecurity Controls in the Norwegian Industry 4.0
Kristian Kannelonning (NTNU, Norway), Sokratis Katsikas (Norwegian University of Science and
Technology, Norway)

Elevating TARA: A Maturity Model for Automotive Threat Analysis and Risk Assessment
Manfred Vielberth (Continental Engineering Services GmbH, Germany), Kristina Raab (University
of Regensburg, Germany), Magdalena Glas (University of Regensburg, Germany), Patrick Griimer
(Continental Engineering Services GmbH, Portugal), Giinther Pernul (University of Regensburg,
Germany)

Trust-minimizing BDHKE-based e-cash mint using secure hardware and distributed com-
putation

Antonin Dufka (Masaryk University, Czechia), Jakub Jankd (Masaryk University, Czechia), Petr
Svenda (Masaryk University, Czechia)
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OOBKey: Key Exchange with Implantable Medical Devices Using Out-Of-Band Channels
Mo Zhang (University of Birmingham, UK; University of Melbourne, Australia, United Kingdom),
Eduard Marin (Telefonica Research, Spain), Mark Ryan (University of Birmingham, UK, United
Kingdom), Vassilis Kostakos (The University of Melbourne, Australia), Toby Murray (University
of Melbourne and Data61, Australia), Benjamin Tag (Monash University, Australia), David Oswald
(The University of Birmingham, School of Computer Science, United Kingdom),

COSH & WSDF [
31.7.24 08:45 — 10:15, Room SRO5

A Quantitative Analysis of Inappropriate Content, Age Rating Compliance, and Risks to
Youth on the Whisper Platform

Jeng-Yu Chou (University of Massachusetts Amherst, United States), Brian Levine (University
of Massachusetts Amherst, United States)

COSH & WSDF I
31.7.24 10:45 — 12:15, Room SRO5

Give Me Steam: A Systematic Approach for Handling Stripped Symbols in Memory Forensics
of the Steam Deck

Ruba Alsmadi (Louisiana State University, United States), Taha Gharaibeh (Louisiana State Uni-
versity, United States), Andrew Webb (Louisiana State University, United States), Ibrahim Baggili
(Louisiana State University, United States)

Forensic Investigation of Humanoid Social Robot: A Case Study on Zenbo Robot
Joseph Brown (Louisiana State University, United States), Abdur Rahman Onik (Louisiana State
University, United States), Ibrahim Baggili (Louisiana State University, United States)

ScalNeF-loT: Scalable Network Fingerprinting for loT Device

Tadani Nasser Alyahya (University of Southampton School of Electronics and Computer Sci-
ence , United Kingdom), Leonardo Aniello (University of Southampton School of Electronics and
Computer Science , United Kingdom), Vladimiro Sassone (University of Southampton School of
Electronics and Computer Science , United Kingdom)
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COSH & WSDF llI:
31.7.24 13:15 — 14:45, Room SRO5

Using DNIS Patterns for Automated Cyber Threat Attribution

Cristoffer Leite (Eindhoven University of Technology, Netherlands), Jerry Den Hartog (Eindhoven
University of Technology, Netherlands), Daniel Ricardo dos Santos (Forescout Technologies,
Netherlands)

Timestamp-based Application Fingerprinting in NTFS
Michael Galhuber (Wittur Group, Austria), Robert Luh (St. Pélten University of Applied Scienc-
es, Austria)

Forensic Analysis of Artifacts from Microsoft’s Multi-Agent LLIM Platform AutoGen
Clinton Walker (Louisiana State University, United States), Taha Gharaibeh (Louisiana State
University, United States), Ruba Alsmadi (Louisiana State University, United States), Cory Hall
(MITRE, United States), Ibrahim Baggili (Louisiana State University, United States)

Manipulating the Swap Memory for Forensic Investigation
Maximilian Olbort (FernUniversitat in Hagen, Germany), Daniel Spiekermann (FH Dortmund,
Germany), Jorg Keller (FernUniversitat in Hagen, Germany)

COSH & WSDF IV:
31.7.24 15:15 — 16:45, Room SRO5

Don’t, Stop, Drop, Pause: Forensics of CONtainer CheckPOINTs (ConPoint)

Taha Gharaibeh (Louisiana State University, United States), Steven Seiden (Louisiana State Uni-
versity, United States), Mohamed Abouelsaoud (Louisiana State University, United States), Elias
Bou-Harb (Louisiana State University, United States), Ibrahim Baggili (Louisiana State Univer-
sity, United States)

Blue Skies from (X’s) Pain: A Digital Forensic Analysis of Threads and Bluesky
Joseph Brown (Louisiana State University, United States), Abdur Rahman Onik (Louisiana State
University, United States), Ibrahim Baggili (Louisiana State University, United States)

Sustainability in Digital Forensics

Sabrina Friedl (University of Regensburg, Germany), Charlotte Zajewski (Universitat Regensburg,
Germany), Giinther Pernul (Universitat Regensburg, Germany)
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IWCC I:
2.8.24 11:00 — 12:30, Room SRO5

An Exploratory Case Study on Data Breach Journalism
Jukka Ruohonen (University of Southern Denmark, Denmark), Kalle Hierppe (University of Turku,
Finland), Maximilian von Zastrow (University of Southern Denmark, Denmark)

IWCC & EPIC-ARES I
2.8.24 13:30 — 15:00, Room SR05

Detection of Al-Generated Emails — A Case Study

Pawet Gryka (Warsaw University of Technology, Poland), Kacper Gradon (Warsaw University of
Technology, Poland), Marek Koztowski (Warsaw University of Technology, Poland), Mitosz Kutyta
(Warsaw University of Technology, Poland), Artur Janicki (Warsaw University of Technology.
Poland)

Unveiling the Darkness: Analysing Organised Crime on the Wall Street Market Darknet
Marketplace using PGP Public Keys

Shiying Fan (Fraunhofer SIT, Germany), Paul Moritz Ranly (Fraunhofer SIT, Germany), Lukas
Graner (Fraunhofer SIT, Germany), Inna Vogel (Fraunhofer SIT, Germany), Martin Steinebach
(Fraunhofer SIT, Germany)

ParsEval: Evaluation of Parsing Behavior using Real-world Out-in-the-wild X.509 Certifi-
cates

Stefan Tatschner (Fraunhofer AISEC; University of Limerick, Germany), Sebastian N. Peters
(Fraunhofer AISEC; Technical University of Munich, Germany), Michael P. Heinl (Fraunhofer
AISEC; Technical University of Munich, Germany), Tobias Specht (Fraunhofer AISEC, Germany),
Thomas Newe (University of Limerick, Ireland)

IWSECC & SecHealth:
1.8.24 14:45 — 16:15, Room SRO5

Proxy Re-Encryption for Enhanced Data Security in Healthcare: A Practical Implementation
Pablo Cosio (i2CAT Foundation, Spain)
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Telemetry data sharing based on Attribute-Based Encryption schemes for cloud-based
Drone Management system

Alexandr Silonosov (Blekinge Institute of Technology, Sweden), Lawrence Henesey (Blekinge In-
stitute of Technology. Sweden)

The State of Boot Integrity on Linux — a Brief Review
Robert Haas (Institute of IT Security Research, St.Pélten University of Applied Sciences, Austria),
Martin Pirker (Institute of IT Security Research, St.Pélten University of Applied Sciences, Austria)

ICS - CSRII:
01.8.24 10:45 — 12:15

How to Find out What’s Going on in Encrypted Smart Meter Networks — without Decrypting
Anything

Oliver Eigner (St. Pélten University of Applied Sciences, Austria), Hubert Schélnast (St. Pélten
University of Applied Sciences, Austria), Paul Tavolato (University of Vienna, Austria)

Assessing the Performance of Ethereum and Hyperledger Fabric Under DDoS Attacks for
Cyber-Physical Systems

Vijay Jayadev (University of Greenwich, United Kingdom), Naghmeh Moradpoor (Edinburgh
Napier University, United Kingdom), Andrei Petrovski (Robert Gordon University, United Kingdom)

A Blockchain-based Multi-Factor Honeytoken Dynamic Authentication Mechanism
Vassilis Papaspirou (University of West Attica, Greece), loanna Kantzavelou (University of West
Attica, Greece), Yagmur Yigit (Edinburgh Napier University, United Kingdom), Leandros Maglaras
(Edinburgh Napier University, United Kingdom), Sokratis Katsikas (NORCICS, Norway)

ICS — CSRIIl:
01.8.24 13:15 — 14: 15

Modeling Human Error Factors with Security Incidents in Industrial Control Systems:

A Bayesian Belief Network Approach

Pushparaj Bhosale (TU Wien, Austria), Wolfgang Kastner (TU Wien, Austria), Thilo Sauter (TU
Wien, Austria)
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Evaluating Cyber Security Dashboards for Smart Cities and Buildings:
Enhancing User Modeling with LLMs
Hanning Zhao (Tampere University, Finland), Bilhanan Silverajan (Tampere University, Finland)

ICS - CSRIV:
01.8.24 14:45 — 16:15

Evaluating Cybersecurity Risk: A Comprehensive Comparison of Vulnerability Scoring
Methodologies

Konstantina Milousi (CERTH-ITI, Greece), Prodromos Kiriakidis (CERTH-ITI, Greece), Notis Men-
gidis (CERTH-ITI, Greece), Georgios Rizos (CERTH-ITI, Greece), Mariana S. Mazi (CERTH-ITI,
Greece), Antonis Voulgaridis (CERTH-ITI, Greece), Konstantinos Votis (CERTH-ITI, Greece),
Dimitrios Tzovaras (CERTH-ITI, Greece)

Network Intrusion Response using Deep Reinforcement Learning in an Aircraft IT-OT
Scenario

Matthew Reaney (Queen’s University Belfast, United Kingdom), Kieran McLaughlin (Queen’s
University Belfast, United Kingdom), James Grant (Queen’s University Belfast, United Kingdom)

From Seaweed to Security: Harnessing Alginate to Challenge loT Fingerprint Authentication
Pouria Rad (Ph.D. Student and Research Assistant, School of Computer & Cyber Sciences, Au-
gusta University, GA., United States), Gokila Dorai (Assistant Professor, School of Computer &
Cyber Sciences, Augusta University, GA., United States), Mohsen Jozani (Assistant Professor,
School of Computer & Cyber Sciences, Augusta University, GA., United States)
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